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Spillover



Electronic warfare (EW) has historically 
been a highly classified topic.  But its recent 
spillover effects on civil systems far from 
any battlefield demand more open 
discussion and research on the topic.









September 2023,  First clear case of GPS spoofing of commercial aircraft:

“Further, the IRS didn’t work anymore.  We only realized there was an issue because the 
autopilot started turning to the left and right, so it was obvious that something was wrong.  
After couple of minutes we got error messages on our FMS [flight management system] 
regarding GPS, etc. So we had to request radar vectors. We were showing about 80 nm off 
track. During the event, we nearly entered Iran airspace (OIIX/Tehran FIR) with no 
clearance.”









In response to the alarming recent uptick in 
GNSS jamming and spoofing, and the dangers this 
poses for civil aviation, the ITU World Radio 
Conference passed a resolution in December 
2023 to emphasize the protected status of the 
GNSS L1 and L5 bands.  

But it was not possible to get agreement on the 
resolution without introduction of an caveat that, 
ironically, weakens protections of these bands.





This explicit caveat implies that 
GNSS interference is here to stay:
Any country claiming a defensive 
purpose can jam or spoof GNSS 
with impunity.



Mind the 
Distribution



The interplay between attacker and 
defender in EW is best understood in 
terms of signal orthogonality and 
probability theory.



Frequency Time Polarization Azimuth & Elevation

The practical EW parameter space is 5-dimensional.  Two 

received signals are orthogonal if they are sufficiently different 

from each other along any one of these dimensions.

𝑓 𝑡 β θ, 𝜙



Frequency Time Polarization Azimuth & Elevation

Defender’s goal:  Maintain all vital links above SNR thresholds
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Frequency Time Polarization Azimuth & Elevation

Defender’s strategy:  Force attacker to assume a diffuse prior across all dimensions so 

that interference signals will likely be orthogonal to desired signals.
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Frequency Time Polarization Azimuth & Elevation

Jammer’s goal:  Deny defender’s vital links as inconspicuously as possible 
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Frequency Time Polarization Azimuth & Elevation

Jammer’s strategy:  Efficiently eclipse authentic signals; maximize overlap 
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Frequency Time Polarization Azimuth & Elevation

Naïve jamming:  Conspicuous and ineffectual 
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Frequency Time Polarization Azimuth & Elevation

Naïve jamming:  Conspicuous and ineffectual 
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Frequency Time Polarization Azimuth & Elevation

Spoofer’s goal:  Deceive or deny vital links
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Frequency Time Polarization Azimuth & Elevation

Spoofer’s strategy:  Mimic authentic signals across parameter space and (if possible) content
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Green field 
PNT



Q: If one were to design a wholly new 
radio-based PNT system with the 
benefit of hindsight, how would it 
look?



Frequency Time Polarization Azimuth & Elevation

Inexpensive flexibility within the 5-D parameter space  

𝑓 𝑡 β θ, 𝜙



Xilinx RFSOC: 8 ADC/DAC ports. 12-bit ADCs @ 4.1 Gsps.  

Powerful FPGA with embedded CPU.  All for less than 40 dB$.

Frequency

Primary benefit is 

extraordinary 

time/frequency agility

Time



Starlink user terminal epitomizes recent advances in phased array technology.  

Half duplex, single-beam 30-35 dBi gain (6.4-3.6 deg. beamwidth).

Extraordinary spatial 

and polarization agility

Azimuth & Elevation

2019

2021

2024

$3k

$1.3k

$600

Polarization



Per satellite:
48 downlink beams
16 uplink beams

Single uplink beam per UT

Up to 16 beams servicing
a cell, each with its own
240-MHz channel within 
10.7-12.7 GHz band 

Each user 
terminal could 
be serviced by a 
dozen or more 
candidate SVs

Starlink’s frequency and spatial agility are the keys to its 

surprisingly robust performance in Ukraine  



Dotterbock, Pany, et al., NAVIGATION, 2023 

40-element (16 dB), 1-meter array @ GPS 
L1 frequency (1.5 GHz) with fully digital 
beamforming   

(1) Beamforming is more 

cumbersome at lower 

frequencies (e.g., L-band). 

(2) Fully digital beamforming is 

highly flexible but expensive 

and susceptible to 

amplifier/ADC saturation in 

hostile RF environments.



Shahriar: The Signal Path

100 GHz array

~10 GHz array

Higher frequencies beckon:  “Tightbeam” point-to-point comms possible with 

compact arrays; e.g., 10-cm-diameter 36-dB (3-deg-beam) arrays @ 100 GHz.  

Can costs be made competitive with Starlink user terminal?



Space deployment allows for enormous arrays even at sub-GHz frequencies.  Bluewalker 3 

satellite focuses dozens of  ~ 2.5-deg. beams on surface to support direct-to-handset comms. 



Tight beams oriented in 

unpredictable directions pose a 

daunting challenge for offensive EW.  







As a last resort, a defender can hide 
behind the 𝑂2 line.



A simple rule for hiding behind the 𝑂2 line: 

The nearest transmitter dominates. 

Jammer 
exclusion

zone

NTIA Report 91-272



Escalation



The tables being tilted in favor of 
defense may eventually provoke a 
radical response. 



~100 kW nuclear power unit 

Russia may be pursuing a radical escalation of EW:

A nuclear-powered interference source in space.  Project Ekipazh.  

https://www.thespacereview.com/article/3809/1
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